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DECREE OF THE DIRECTOR GENERAL OF POST AND TELECOMMUNICATION

NUMBER: 225/DIRJEN/2008

ON

 MANAGEMENT SYSTEM OF DETECTION EQUIPMENT OF INDONESIA SECURITY INCIDENT RESPONSE TEAM ON INTERNET INFRASRUCTURE

BY THE GRACE OF GOD THE ALMIGHTY 

DIRECTOR GENERAL OF POST AND TELECOMMUNICATION

Considering:  :       a.  that to implement the scope of securing the  making use of 

                                   Internet protocol based telecommunication network as

                                   stipulated in Article 4 of the Decree of the Minister of

                                   Communication and Information Technology Number 

                                   26/PER/M.KOMINFO/5/2007 on the Security of Making

                                   Use of Internet Protocol Based  Telecommunication 

                                   Network, it is considered necessary to ratify the Decree of

                                   the Director General of Post and Telecommunication on

                                   Management System of Detection Equipment Indonesia 
                                   Security Incident Response Team on Internet
                                   Infrastructure. 

.

Bearing in mind:   1.   Law of the Republic of Indonesia Number 36 Year 1999 on

                                  Telecommunication (State Gazette of the Republic of

                                   Indonesia Number 154 Year 1999, Additional State

                                   Gazette of the Republic of Indonesia Number 3881);

2. Government Regulation of the Republic of Indonesia Number 52 Year 2000 on the Provision of Telecommunication (State Gazette of the Republic of Indonesia Number 107 Year 2000, Additional State Gazette of the Republic of Indonesia Number 3980);

3. Decree of the President of the Republic of Indonesia Number 9 Year 2005 on Positions, Tasks, Functions, Organizational Structure and Working of State Ministries of the Republic of Indonesia; 

4. Decree of the President of the Republic of Indonesia Number 10 Year 2005 on Organizational Units and Functions of Echelon 1 of State Ministries of the Republic of Indonesia as amended by the Decree of the President of the Republic of Indonesia Number 17 Year 2007;

5. Decision of the Minister of Communication Number KM 20 Year 2001 on the Provision of Telecommunication Network as amended latest by the Decree of the Minister of Communication and Information Technology Number 06/P/M.KOMINFO/4/2008;

6. Decision of the Minister of Communication Number KM 21 Year 2001 on the Provision of Telecommunication Service as amended latest by the Decree of the Minister of Communication and Information Technology Number 07/P/M.KOMINFO/4/2008;

7. Decree of the Minister of Communication and Information Technology Number 03/P/M.Kominfo/5/2005 on  Adjustment of Nomenclatures of a number of Decisions/Decrees of the Minister of Communication which regulate Special Material Contents in the field of Post and Telecommunication;   

8. Decree of the Minister of Communication and Information Technology Number 26/PER/M.Kominfo/5/2007 on  the Security of Making Use of Internet Protocol Based Telecommunicatin Network;

9. Decree of the Minister of Communication and Information Technology Number 25/P/M.Kominfo/7/2008 on Organizational Structure and Working of the Department of Communication and InformationTechnology   

DECIDES

To ratify       :    DECREE OF THE DIRECTOR GENERAL OF POST AND 

                          TELECOMMUNICATION ON THE MANAGEMENT SYSTEM 

                          OF DETECTION EQUIPMENT OF INDONESIA SECURITY

                          INCIDENT RESPONSE TEAM ON INTERNET
                          INFRASTRUCTURE

CHAPTER I

GENERAL PROVISIONS 

Article 1

In this Decree, what is meant by:

1. Indonesia Security Incident Response Team on Internet Infrastructure hereinafter called ID-SIRTII is a Team assigned by the Minister to assist in supervising the security of Internet Protocol Based Telecommunication Network.

2. Provider of  Network Access Point/NAP is a provider of multimdia service which provides access and or routing service to ISP to do the connection to global Internet network.

3. Manager of Internet Exchange is the one that manages a point where national Internet  routing assembles to interconnect reciprocally.

4. A Dectection Equipment is one belonging to ID-SIRTII that monitors the Internet network traffic activiies of the provider with a view to giving early warning if there be a possibility of threat and incident towards Internet infrastructure.

5. The Internet Network Detection System is hardware and software device and other supporting resources of ID-SIRTII which monitor Internet network traffic activities of the provider to provide early warning if there be a possibility of threat and incident towards Internet infrastructure.

6. Internet network detection is an activity that detects suspicous activities in a system or network and may undertake inspection towards inbound and outbound traffic in a system or network by conducting analysis and find proofs of attempts of intrusion or infiltration .

7. Data center is the center belonging to a provider of Network Access Point/NAP  and Internet Exchange Manager where the ID-SIRTII detection equipment is located.

8. Minister is the Minister whose functions and responsibilities are in the field of telecommunication.

9. Director General is the Director General whose scope and functions are in the field of telecommunication.

CHAPTER II

PURPOSE AND OBJECTIVE

Article 2
The purpose and objective of regulating the management system of ID-SIRTII Detection Equipment are to:

a. provide guidance in locating and operating the ID-SIRTII detection equipment to the Provider of Network Access Point/NAP and Manager of Internet Exchange;

b. guarantee the operational sustainability, maintenance and security of the detection equipment and guarantee the smooth coordination between ID-SIRTII  and the Provider of Network Access Point/NAP and Manager of Internet Exchange
CHAPTER III

RIGHT AND OBLIGATION

Article 3

(1) Within the framework of determining the management system of ID-SIRTII Detection Equipment for securing the making use of Internet protocol based telecommunication network, the Director General has the right and obligation as follows:

a. The Director General has the right to: 

. 

1. locate the detection equipment in the network of the Network Access Point/NAP provider and the Manager of Internet Exchange;

2. operate and maintain the Internet network detection system;

3. improve  and upgrade the Internet network detection system;

4. conduct supervision and evaluation on the Internet network detection system.

b. The Director General has the obligation to:

1. finance procurement, installation,  maintenance, improvement and/or replacement and upgrade the capability of Internet network detection system in line with the availability of the funds;

2. provide clarification  to the concerned party in implementing the activities of the Internet network detection.

(2) The Director General delegates the right and obligation as stated in paragraph (1) to the ID-SIRTII implementer, except the obligation mentioned in b point 1.

Article 4

Within the framework of implementing the management system of ID-SIRTII Detection Equipment for securing the making use of the Internet protocol based telecommunication network, the Provider of  Network Access Point/NAP and Manager of Internet Exchange have right and obligation.

(1) Provider of Network Access Point/NAP  and Manager of Internet Exchange  have the right to:

a. ask for help to the ID-SIRTII implementer on the occurrence of disturbance and or incident to the detection equipment;

b. ask for temporary inactivation of the Internet network detection system to the Implementer of ID-SIRTII in a written request giving necessary clarifications at least  three (3) days in advance.

c. ask to move the location of the Internet network detection system to the implementer of ID-SIRTII in a written request giving necessary clarifications on the reasons for such request at least three (3) months in advance. 

d. ask for technical specification of the Internet network detection system to be connected to the network of the Provider of Network Access Point/NAP and Manager of Internet Exchange.

e. when needed, make a  request to the ID-SIRTII Implementer to be provided the opportunity to undertake internal testing to the detection equipment located at the Provider of Network Access Point/NAP and Manager of Iternet Exchange.

(2) Provider of Network Access Point/NAP  and Manager of Internet Exchange  have the obligation to:

a. provide a place and supporting facilities for locating the detection equipment such as slot on a rack separate from other equipment, an approriate air-conditioned room, a back-up system and a power supply.

b. provide the necessary technical protection such as VPN access and firewall,

c. open access to connect the detection equipment with the Inernet network belonging to the :Provider of Network Access Point/NAP and or the  Manager of Internet Exchange through access means provided by ID-SIRTII.

d. appoint  personnel who acts as a liaison officer  and person in charge of activities pertaining to Internet network detection by ID-SIRTII.

e. provide facilities for limiting proper access from unauthorized party to the Internet network detection system.

f. maintain the security of the detection equipment by, among other things, providing fire extinguishing facilities and protection against earthquake and a daily 24 hour control.
CHAPTER IV

MANAGING THE DETECTION EQUIPMENT

Article 5

(1) The procedure for entry into the data center, covers:

a. ID-SIRTII personnel equipped with an instruction letter  issued by the Implementation Leader of ID-SIRTII  accompanied by the personnel of data center may enter the data center facilities of the Provider of Network Access Point/NAP and the Manager of Internet Exchange to instal, change, examine, carry out configuration dan maintenance of the detection equipment.

b. within the framework of handling emergency  disturbance, the ID-SIRTII  personnel may every time enter the data center facilities of the Provider of Network Access Point/NAP and or the Manager of Internet Exchange via oral agreement between the Implementation Leader of ID-SIRTII and the personnel in charge of the duty as liaison and person in charge. 

c. The Provider of Network Access Point/NAP and the Manager of Internet Exchange provide an Access Card as an identity and pass (permit) to enter the data center facilities where the detection equipment is located.

(2)
Each activity in the data center that has something to do with the detection equipment shall be registered in the log book and a Report is to be made and signed by the field personnel of ID-SIRTII and the person in charge of the data center.

(3)
The detection equipment shall not be accessed by any party without the consent of the Implementation Leader of ID-SIRTII.

(4)
The Provider of Network Access Point/NAP and the Manager of Internet Exchange are prohibited to intentionally change the configuration and to inactivate the detection equipment without a written consent from the Implementation Leader of ID-SIRTII.

(5) Any change of physical configuration and or technical facilities of the data center that influence the function of the detection equipment shall be discussed in advance between the authorized officials at most in two (2) weeks before the implementation schedule.

(6) A schedule that requires a special time for the change, displacement, addition, reduction of equipment, repetition of the configuration and maintenance and the handling of disturbances that might hamper other operational services, shall be decided by the respective authorized officials. 

(7)  The Provider of Network Access Point/NAP and the Manager of Iternet Exchange shall submit monthly report on the physical condition of the detection equipment to the Director General at the end of the month through ID-SIRTII Implementer.
(8) When there is an indication of the damage of the detection equipment, the person in charge of the data center shall immediately report of the situation to ID-SIRTII Implementer.
(9) In the event that there is a need to take special step, the person in charge of the data center may directly receive instruction from the assigned personnel or from the Implementation Leader of ID-SIRTII to undertake certain steps towards the detection equipment.
CHAPTER V
FINAL PROVISION

Article 6

This Decree shall come into force as from the date of its ratification.

                                                             Done at:           JAKARTA

                                                             On        : August 25, 2008

                                                              ____________________

        DIRECTOR GENERAL OF POST AND TELECOMMUNICATION

Signed

BASUKI YUSUF ISKANDAR

Copies of this Decree are sent to :

1. Minister of Communication and Information Technology;
2. Minister of Finance;
3. Chairman of Audit Board of the Republic of Indonesia;
4. Head of the Body of State Employees and Officials of the Republic of Indonesia;
5. Secretary General, Inspector General and Directors General of the Department of Communication and Information Technology.’

6. Secretary of the Directorate General of Post and Telecommunication.
In case the English translation gives rise to different interpretation, please refer to the original version in Indonesian language
In case the English translation gives rise to different interpretation, please refer to the original version in Indonesian language

